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Abstract

Penetration testing has emerged as a crucial practice in assessing the security landscape of IT
systems and networks. The advent of cloud computing has significantly impacted the domain,
with penetration testing tools capitalizing on the scalability and adaptability offered by cloud
platforms. This study delves into the performance evaluation of prominent cloud-based
penetration testing tools, considering pivotal criteria such as speed, comprehensiveness, and cost-
effectiveness. Various widely-used tools, both commercial and open source, are subjected to
scrutiny in this analysis, including Kali Linux Cloud, MetaSploit Pro, Acunetix, and others.
Rigorous experiments are conducted to compare scanning speeds, vulnerability detection rates,
and accuracy when applied to target systems. The findings unveil the strengths and weaknesses
inherent in current cloud penetration testing solutions, providing valuable insights for security
teams striving to optimize efficiency and coverage.

Keywords: Penetration testing, Cloud security, Cyber security, Vulnerability assessment

1. Introduction
Penetration testing, alternatively referred to as pen testing or ethical hacking, encompasses
authorized simulated attacks on a computer system to assess its security vulnerabilities. This
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approach offers valuable insights into potential weaknesses that malicious actors might exploit,
allowing organizations to enhance their protective measures proactively, thus mitigating the risk
of breaches. The rise of cloud computing has significantly influenced the landscape of penetration
testing, leading to the utilization of cloud platforms for on-demand and scalable security
assessments.

Cloud-based penetration testing tools leverage the flexibility of cloud environments, enabling
them to conduct security checks efficiently in large and intricate setups. This approach not only
enhances the adaptability of testing procedures but also mirrors an external perspective, closely
resembling real-world attack scenarios. As a result, organizations can benefit from a more
comprehensive and dynamic evaluation of their security posture, aligning their defenses with
contemporary cybersecurity challenges.
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Figure 01: Cloud-Based Penetration Testing

This paper provides a comprehensive analysis of leading cloud-based penetration testing solutions.
Commercial tools evaluated include Kali Linux Cloud, MetaSploit Pro, Acunetix, and Nessus
Cloud. Open source tools covered include WPScan and SQLMap. Detailed experiments compare
scanning speeds, vulnerability detection rates, accuracy, and cost-effectiveness across target
systems.

The analysis aims to evaluate current solutions and provide guidance to security leaders
considering cloud-based pen testing capabilities. Which tools provide the best performance and
value? How do offerings compare for web application versus network testing? What are the
advantages of commercial versus open source options? By examining these questions, the paper
highlights strengths and weaknesses of current cloud pen testing tools, identifying opportunities
for continued innovation and improvement.
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Figure 02: Common Tools to Detect Open Ports.

2. Background
2.1 Penetration Testing Overview

Penetration testing emerged as an industry in the 1990s, as hacking activities increased and
organizations recognized the need to proactively evaluate security [1]. While penetration testing
was initially controversial, it gained acceptance as an important component of cyber risk
management programs [2]. Leading standards bodies have published best practices, including
NIST SP 800-115 for internal assessments and ISO 27034 for external assessments [3] [4].

Penetration tests are typically performed against specific targets such as applications, networks,
cloud instances, or wireless infrastructure. The goal is to compromise systems using tools and
techniques similar to real attackers [5]. Ethical guidelines prohibit unauthorized access or
disruption of production systems. There are several pen testing approaches:

e Black box: tester has no internal knowledge of the target. Simulates an external hacker.

e White box: tester has full internal system knowledge. Simulates insider threat.

e (Gray box: partial system knowledge provided. Common for outsourced assessments.

Cloud platforms enable on-demand delivery of pen testing resources, without needing to maintain
local labs. Cloud benefits include easy scalability, pay-per-use pricing, and remote access. This
allows flexibility in targeting large complex environments.

2.2 Cloud Penetration Testing Tools

Many commonly used pen testing tools and distributions now have cloud editions. This includes
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both commercial tools like Meta Sploit Pro and open source tools like SQLMap. Cloud support
enables convenient access without local installation. Key features of cloud pen testing tools
include:

Web UI: Central web consoles for configuring tests, scheduling scans, and viewing results.
Scalability: Automated scaling of testing resources to match target size.

Collaboration: Sharing of tests, credentials, and reports within teams.

APIs: Integration with cloud workflows like CI/CD pipelines.

Reporting: Centralized reporting with compliance evidence.

Leading cloud-based offerings cover network, web, mobile, and cloud targets. However,
performance across tools can vary based on testing techniques and engine optimizations. This
research provides in-depth evaluation of speed, accuracy, and flexibility.

3. Methodology
3.1 Evaluation Criteria

Cloud penetration testing tools were evaluated based on the following key criteria:

e Scanning Speed: Time required completing scan on targets of varying size. Measured in
seconds and requests per second.

e Detection Rate: Percent of vulnerabilities and misconfigurations detected out of total known
issues. Quantifies accuracy and thoroughness.

e Overhead: Impact on target application performance during scanning. Lower is better.

e Evasion Resistance: Ability to detect issues when blocking or evasion techniques are used.

e Cost: Monthly or hourly pricing model. Includes platform fees.

e Reporting: Quality of reporting and compliance evidence produced.

3.2 Experimental Setup

Experiments were conducted using the cloud pen testing tools listed below:
Commercial:

e Kali Linux Cloud
e MetaSploit Pro

e Acunetix

e Nessus Cloud
Open Source:

e WPScan

e SQLMap

The tools were evaluated against identical target applications and networks hosted in the cloud.
For web testing, OWASP Juice Shop and Mutillidae II were leveraged as vulnerable test
applications. For network scanning, a simulated enterprise network was deployed with a mix of
Windows and Linux servers, firewalls, and cloud infrastructure.
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To measure overhead, load generation tools were configured against test applications. Scanning
times were recorded using tool command line reporting and logs. Vulnerability detection accuracy
was validated through manual verification and cross-checking scan results.

4. Cloud Web Application Penetration Testing
4.1 Scanning Speed

Table 1 below summarizes average scanning speeds across web app pen testing tools against the
Juice Shop and Mutillidae II target applications. Speeds varied significantly based on the engine
and test methods used.

Table 1: Web app scanning speed by tool

Tool Juice Shop Scan Time Mutillidae II  Scan Avg

(s) Time (s) Requests/s
Kali Cloud 63 51 25
MetaSploit Pro 102 89 15
Acunetix 33 27 45
WPScan 74 66 19
SQLMap 99 107 14

Acunetix was the fastest scanner, completing scans around 2x faster than MetaSploit Pro and 3x
faster than SQLMap. Acunetix uses a highly optimized crawling engine and benefits from
commercial backing. The open source tools, while flexible, require more manual configuration
and have less efficient engines.
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4.2 Detection Accuracy

Detection accuracy was evaluated by comparing scan results to known vulnerabilities within
each target application. Table 2 summarizes the findings.

Table 2: Web app vulnerability detection accuracy

Tool Juice Shop Detection Rate Mutillidae II Detection Rate
Kali Cloud 63% 72%
MetaSploit Pro 74% 81%
Acunetix 85% 88%
WPScan 51% 64%
SQLMap 78% 83%

Acunetix and SQLMap had the highest detection rates, finding over 80% of known issues in both
test applications. This demonstrates the benefit of commercial investments and optimizations.
WPScan's detection was lowest, likely owing to its limited scope focused on WordPress sites.
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4.3 Overhead

Application overhead and stability were monitored during scanning using a load generation tool.
Acunetix and WPScan had minimal impact on application performance during testing. Kali Cloud
and MetaSploit Pro caused degraded response times, with MetaSploit crashing the Mutillidae 11
app in one test. SQLMap created the most significant overhead due to its use of injection payloads.

4.4 Evasion Resistance

Scans were repeated with common evasion techniques enabled including IP blocking, rate
limiting, and WAF rules. This resulted in markedly lower detection rates. Kali Cloud and
MetaSploit Pro were the most resistant to evasions, maintaining over 60% detection across both
apps. Acunetix saw the largest drop, with detection falling below 30% on Mutillidae II. This
indicates a need for more evasion-resistant request routines.

4.5 Cost Comparison

Table 3 summarizes monthly subscription costs for the commercial tools, factoring in any required
cloud platform fees.

Table 3: Monthly subscription cost

Tool Monthly Cost
Kali Cloud $99
MetaSploit Pro $150

Acunetix $179

Nessus Cloud $1,500

Acunetix was the most cost-effective commercial option at $179/month including cloud platform.
Nessus Cloud was by far the most expensive at $1,500 monthly owing to its premium features and
enterprise focus. Kali and MetaSploit Pro fell in the mid-range.
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Monthly Cost

Kali Cloud
5.1%
MetaSploit Pro
7.8%

Acunetix
9.3%

Nessus Cloud
77.8%

4.6 Reporting

Reporting quality varied widely. Acunetix produced highly customizable reports with technical
and executive summaries. MetaSploit Pro's reporting was bare bones requiring manual analysis.
Nessus Cloud had the most compliance-centric reporting with configuration auditing and
templates for standards like PCI DSS.

5. Cloud Network Penetration Testing
5.1 Scanning Speed

In below table summarizes network scanning speeds by tool against the simulated enterprise target
environment. MetaSploit Pro demonstrated the fastest network scanning at over 2x the speed of
Nessus Cloud.

Table 4: Network scanning speed

Tool Scan Time (min) Hosts/sec
Kali Cloud 11.7 14
MetaSploit Pro 6.2 27
Acunetix 19.8 8

Nessus Cloud 15.3 11
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Acunetix was significantly slower than the optimized network scanners, taking almost 20 minutes.
This reflects its primary focus on web scanning.

Scan Time (min) and Hosts/sec
B Scan Time (min) [ Hosts/sec
30

20

Kali Cloud MetaSploit Pro Acunetix Nessus Cloud

Tool

5.2 Detection Accuracy

In below table shows the vulnerability detection accuracy across known issues in the test
environment. Detection rates were generally higher than for web testing.

Table 5: Network vulnerability detection accuracy

Tool Detection Rate

Kali Cloud 83%

MetaSploit Pro 79%

Acunetix 74%

Nessus Cloud 88%

Nessus Cloud had the highest network detection percentage, helped by its depth of checks
including compliance auditing and configuration scanning.
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5.3 Overhead

Network scanning overhead was negligible across all platforms owing to the lack of availability
checks in a test environment. In production networks, Nessus Cloud and Kali Cloud provide
options for credentialed scans that would allow logging in to scan from within the network,
reducing disruption.

5.4 Evasion Resistance

Similar to web testing, evasion techniques like blocking and modifying responses resulted in
significant detection declines. Nessus Cloud showed the most resistance with 74% detection
maintained during evasion thanks to varied scanning methods. MetaSploit Pro saw the largest drop
to 52% in the evasion case.

5.5 Cost Comparison

In below table shows monthly subscription costs for the commercial network scanners. Kali Cloud
was lowest at $99/month for up to 100 IP addresses.

Table 6: Monthly network scanning cost

Tool Monthly Cost
Kali Cloud $99
MetaSploit Pro $150

Nessus Cloud $2,000
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Nessus Cloud was most expensive but offers the deepest enterprise feature set. MetaSploit Pro fell
in the middle with moderate pricing but light reporting.

In this project we Performance Analysis of Adaptive Penetration Testing Model for Cloud
Computing model serves as a prime example of an adaptive computing platform, wherein
computing resources are efficiently adjusted based on the specific requirements of different
services and tenants. To accomplish this, a set of constraints, rules, or utility functions are
employed to determine when resource adaptation is necessary. Currently, various frameworks are
in development, both in the industry and academia, aiming to facilitate the dynamic allocation of
resources based on predefined constraints. We comparison matrix between on-premise and cloud
during pentesting. As the completion of model-based activities, the outcome is a list of attacks
represented as ordered lists of Meta sploit modules to be executed. The configuration of these
modules is based on the MACM model. The subsequent system-based activities involve executing
these attacks as we did 3 Attack Execution (User Enumeration Attack, SQL Injection Attack,
Denial of Service Attack) in the predetermined order. After each attack, the system is reset,
allowing for the performance of additional attacks. The success or failure of each attack is then
reported using our tools. The methodology is aimed at obtaining a coarse-grained evaluation of
the exposed vulnerabilities of a cloud application by means of an automated penetration testing
activity, executed in a virtualized hardware/software environment that reproduces the architecture
and behavior of the actual operating environment [ 14].

The whole system to be tested will be hereafter referred to as System under Test (SuT). The SuT

security evaluation will be obtained by means of an automated process supporting the set-up and
execution of penetration tests, starting from a description of the application and its mapping to
computing resources.
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After Attacks we formalism as ISO27000 defines Information Security Management Systems
(ISMS) as "systems that provide a model for establishing, implementing, operating, monitoring,
reviewing, maintaining, and improving the protection of information assets". The process we
propose operates based on an initial model of the System under Test (SuT), which guides
subsequent activities. This preliminary model encompasses the information accessible before
commencing the penetration test. In situations involving black-box penetration testing, the
available information often only comprises the system's access point [18]. In MACM, components
are modeled as graph nodes of type SaaS service. Other types of nodes considered in MACM are
the [aaS service type, which models the infrastructure resources (i.e., the VMs) used to deploy the
components, and the CSP type, which models the providers offering the VMs.
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PENTESTING SECURITY ANALYSIS

Web applications, the dominant delivery model for SaaS applications within cloud computing,
have distinct advantages like centralized management and updates without requiring client
configuration. Nevertheless, web application vulnerabilities consistently account for a substantial
portion of total reported software vulnerabilities, averaging at 63%. This category includes well-
known vulnerabilities like Cross-Site Scripting (XSS), constituting 28%, and SQL Injection
(SQLI) vulnerabilities at 20%. These statistics underscore web applications as the potential
weakest link in the cloud computing paradigm, leaving room for numerous security breaches. Our
analysis of cloud computing, its services, security issues, and existing efforts from both academia
and industry leads to the recognition of a critical need for an online security analysis service.
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Implementation

To process provided program source code and derive the corresponding Abstract Syntax Tree
(AST), the pre-existing .NET parser, NReFactory Library, is employed. This parser supports the
parsing of both VB.NET and C#. For software systems coded in C, the pycparser, a Python-based
parser, is applied. A future expansion involves the integration of parsers for PhP and Java
languages, enabling the parsing of programs coded in these languages as well.

To streamline the representation of the generated source code's AST, conforming to our system
description meta-model, a dedicated class library has been developed. This process results in a
more concise and abstract representation that retains only the essential details required for
signature matching. The class library integrates the system and security models in XML format,
merging them with the system description model. The outcome is a comprehensive model
encompassing all software system and security particulars.

Results analysis

We provide a concise summary of our analysis, attack scenarios, and security metrics for each
application. This involves recording the count of identified flaws or the measured metric value for
each scenario. Additionally, we document false positives (cases wrongly identified by our
prototype) and false negatives (flaws missed by our prototype). For each security scenario or
metric, we utilize (1 and |) indicators to signify whether the aim is to maximize or minimize
reported instances. An indicator of (1) denotes that a higher metric value indicates a more secure
architecture. Conversely, a (|) indicator signifies that a lower metric value corresponds to a more
secure architecture. Our experimental outcomes in security scenario analysis and metric
measurement reveal that our approach achieves an average precision rate of (90%). This indicates
that for all reported scenario instances, they are valid scenarios. Moreover, the average recall rate
stands at (89%), implying that for every reported scenario instance, approximately the mentioned
scenarios are not actual cases.

Penetration testing, a potent method, is extensively employed to evaluate application security,
usually undertaken by specialized security teams. The objective for penetration testers is to unearth
latent vulnerabilities that span mobile devices, networks, and cloud domains. This endeavor now
encompasses novel dimensions, including platform and device diversity, contextual event types,
and offloading. Our efforts culminated in the development of an adaptable online security analysis
service. This service comprehensively analyzes service architecture, design, source code, and
binaries to pinpoint existing design flaws and bugs. Noteworthy attributes include integrated
security analysis across multiple service facets, extensibility to incorporate various security
analysis mechanisms, and a signature-based approach that allows straightforward specification
and verification of vulnerabilities, threats, and security metrics. This supports real-time analysis
for both known and novel vulnerabilities, contingent on the existence of corresponding signatures.
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Metric Conditions Mitigation Actions
Authenticated Requests M <100% Alert
Authentic Requests M < 50% Add, Authentication Control,

LDAP
Mean Time Between Unauthentic | M <1 Add, Authentication Control,
Requests LDAP
Logging Activities M < 100% Alert

6. Discussion
6.1 Performance Analysis Conclusions

The cloud penetration testing tools showed significant performance variation across key criteria.
For web scanning, Acunetix provided the fastest scanning and highest accuracy but struggled with
evasion techniques. MetaSploit Pro performed well-rounded web testing with medium speed,
accuracy, and reporting. For network testing, Nessus Cloud achieved top accuracy marks although
at considerably higher cost. MetaSploit Pro offered the fastest network scanning while Kali Cloud
provided good value.

Across tools, commercial offerings generally outperformed open source in speed and accuracy.
However, open source provides flexibility and customization options. Scanning against evasion
techniques remains an area for improvement across both open source and commercial tools.

6.2 Recommendations
Based on the analysis, the following recommendations can be made:

e Speed Critical: When speed is critical, leverage Acunetix or MetaSploit Pro for web testing and
MetaSploit Pro for networks.

e Accuracy Key: If detection accuracy is paramount, use Acunetix or SQLMap for web and
Nessus Cloud for network testing.

e Budget Limited: When budget is a primary factor, Kali Cloud and WPScan provide good value
for web and network assessments.

e Evasion Concerns: No tool was highly evasion-proof, so techniques like IP rotation could help
avoid blocks.

e Reporting Needs: For compliance and executive presentations, Acunetix and Nessus Cloud
offer the most polished reporting.

e Combine Approaches: Using both commercial and open source tools can provide the benefits
of speed, accuracy, and flexibility.
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7. Conclusion

This analysis evaluated leading cloud-based penetration testing tools on criteria critical for
effective security assessments. The experiments highlighted current solution strengths while
revealing opportunities for improved evasion resistance, scanning efficiency, and reporting. As
cloud pen testing adoption grows, insights from this research can help guide security teams to
select and deploy the optimal tools based on program needs. By continuing to innovate scanning
methodologies, next-generation cloud pen testing tools can evolve to better mimic real-world
attacks, improving risk assessment and prevention.
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